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MOTIVATION

Automated network scanning tools are pivotal in pinpointing
cybersecurity risks for companies; however, they present a
challenge with their text-heavy reports. The extensive length
and density of these reports may hinder quick
decision-making. Furthermore, there is a necessity for
enhanced personalization to augment the relevance and
usability of these reports.
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async function askGpt(promptString) {
console. log!{"gpt prompt: " + promptString)
const openai = new OpenAl({
apiKey: GPT_API KEY,

dangerouslyAllowBrowser: true
L !

const chatCompletion = awalt openai.chat.completions.create({
model: "gpt-3.5-turbo",

messages: |
{"role": "system", “content": "You are a helpful assistant."},
{"role": "user", "content": promptString},

Iy
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return chatCompletion.choices[@].message.content

}
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Nextcloud

To overcome these challenges, we utilized ChatGPT for
extracting key insights from reports and incorporating
Nextcloud for streamlined development and deployment. To
enhance personalization, we included relevant images tied to
the insights and introduced the ability to generate
company-specific images, providing a more concise and
visually impactful cybersecurity reporting solution.
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Customizing Cybersecurity Reports Using ChatGPT
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Create & set up a NextCloud app that uses the GPT API.
Upload & parse important sections of reports to stay within
GPT's word count limit.

Extract insights from consolidated management plan.
Generate images according to report insights.

Generate customized images using a company's logo.

async function generatelmagewWithPrompt(prompt) {
console. log("Image prompt: " + prompt)
const openai = new OpenAI({
apiKey: GPT_API KEY,
dangerouslyAllowBrowser: true
r)

const image = await openai.images.generate({
model: '"dall-e-3",
prompt: prompt,
[ &
size: "1024x1024",
response_format: '"b64_json”
r):

return image.datal(@].b64_json

}
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Based on their potential impact and urgency, the first 10 risks that should
be prioritized, in order, are:

1. Network Risks:

- Risk Score: 100

- Recommendation: We recommend placing adequate password strength
requirements in place and remediating the immediate password issues on
the identified systems.
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